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In early 2026, as ICE officers surged into communities across the country, we 
mourned the loss of many things. The winter seemed extended by sadness for 
those families and communities who lost loved ones to state violence. Whether 
or not we live in proximity to those communities, we who watched and witnessed 
also grieved the loss of feeling safe to gather, dissent, and protest in the streets 
and online. 

Nothing is brand new. Over the past few years we witnessed many friends fearing 
harassment digitally withdraw; online space made them feel less safe. They 
deleted decade-old social media accounts, swore off certain apps for buying 
everything, and committed to using cash in their neighborhoods. It is easier said 
than done. 

The ones that stuck with it made a plan for slowly changing their digital habits 
and making space for the extra steps that withdrawing data from their daily 
lives involved. They made space for slowing down. Being really clear about 
what convenience or time they were losing helped them map this out. “If it’s 
mentionable, it’s manageable” as Mr. Rogers used to say. We thought about how 
people were reacting to calls for data blackouts and realized that acknowledging 
the loss was the first step towards managing it. 

This collection of poems, pictures, and essays were invited through an open 
call to contribute to a “digital grief zine” that we imagined would support us 
emotionally and practically as we all experiment with resistance through digitally 
withdrawing. Of course the tools to fortify our digital echoes and shadows 
also speak in poems and pictures. We offer these “existential solutions” to the 
“existential problems” of our time (director of Digital Defense Fund, Kate Bertash, 
often reminds us). We also offer a set of practical resources to help you, your 
loved ones, and your community reduce your digital footprints and build trust 
together. Digital withdrawal is not isolation; it means more presence, not less. 

The art contributed and collected here surprised us. It told an even larger story of 
what we have lost. Each pixel and poem added texture to an unexpected connect-
the-dots digital dimension. It revealed how large we dreamed together in the 
early days of the worldwide web. 

My Echo, My Shadow, and Me  
An Introduction by Cynthia Conti-Cook
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The zine opens with the Internet of our dreams — the early days of interconnected 
euphoria. Our contributors lead you on a bit of a nostalgia tour of envelopes, AOL 
chat rooms, and handwritten digital memorials.  

In the second section, the dream turns into critical questions about the cohesion of 
community infrastructure, including privacy on public transit and personhood. 

The final section brings us to the present infrastructural nightmare we all depend 
on with reflections on our attempts to digitally withdraw, to carry more cash, and to 
mourn the loss of our online connections and archives. 

We end our journey with a Resources page, hoping to give readers both the emotional 
and practical support needed to make informed decisions about what we are and are 
not digitally dependent on. Depending on your circumstances, you might choose to 
use encrypted communications apps like Signal, occasionally turn off your location 
data, or choose a web browser that does not track your search queries. 

Perhaps you want to take it a step further and divorce from social media or your 
AI chatbot, remove your data from brokers, commit to using cash in your local 
community, demand policy change from your elected officials and push for more 
democratic participation in your local public sector’s procurement of technology. 

Wherever you are on your journey of rediscovering life off-line and fortifying your 
online echoes and shadows, this zine offers something for you.  

You don’t have to be a movement leader, protester, or celebrity to consider more 
carefully what information about you is available online. Instead of asking “who are 
you hiding from” we must instead ask “what am I willing to give away for free?” 
Because the AI industry leaders want to take it all.

Most of all, we hope that through sharing grief, you find joy in creating art together 
about our struggles to digitally withdraw. As the old proverb goes, “Grief shared is 
halved; joy shared is doubled.” 

So set aside some time, find a friend, make some warm drinks, light a candle, and join 
us for a journey through digital grief.
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Deep gratitude to everyone who contributed to this zine. 

To the artists, thank you for your brilliance and your patience as we slow cooked 
this co-creation. Thank you for thinking deeply and critically about life, death, 
tech, data and everything in between. Thank you for expressing it beautifully and 
sharing it bravely.  

To the Collaborative Research Center for Resilience team, thank you all for 
supporting this vision and production. 

A standing ovation for Vic Sosa, who not only illustrated and designed detailed 
reflections for each piece but thoughtfully cohered all of these pieces together 
through the story of the Internet Spirit, the Computer Angel, the Stored 
Consciousness of the Universe who guides us through our digital grief journey. 
Invoking a spirit guide for this journey was inspired by “tvhead”, a meditating 
magician who you’ll meet at the end of Part I, created by aloe lucia (see more 
tvhead at https://aloe.gay/works/drawings/#sub-tvhead). 

Thank you to Valeria Mogilevich whose experience and expertise in visual 
communication helped us produce a zine that was beautiful and accessible. 

To Mizue Aizeki, thank you for inspiring us to share sharp critique with artistry 
and empathy and, as always, for elevating everything you review so thoughtfully.

To the Digital Security Collective, thank you for collaborating on the Resources 
page and for creating so many of the resources listed in the Resources page. 

To all Resource contributors, thank you for sharing your work with the world and 
this zine! 

With gratitude, Cynthia Conti-Cook

Credits
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The Price of Privacy 
on Public Transit

Daniel Kahn Gillmor

The Price of Privacy on Public Transport: 
Four Decades of a slowly tightening leash 

One of the first things that a new New Yorker needs to do is learn to 

navigate the subways and buses. A single trip through the city might be as 

simple as a train ride with a few blocks walking on either side. Or it might 

involve walking, a bus, two different trainlines (with a transfer between 

them) and another bus on the other end. Mass transit is the lifeblood of 

NYC, and it’s both daunting and empowering to figure out how to make the 

city work for you. 

Depending on how it’s built and how it’s structured, it’s also a way for 

the powers that be in the city to know what its people are up to. It’s an 

opportunity for surveillance and control.

 

1980s: Tokens and Transfers

When I first visited New York City in the 1980s, I was about 7 years old. 

My family went to visit my grandfather, who lived with his lover of many 

years in what seemed to me an unimaginably tall tower of apartments. I 

don’t have many clear memories of that trip, but I do remember the bowl 

he had near the door of his apartment, where he put his keys when he got 

home. In addition to keys, loose change, and subway tokens, the bowl held 

a collection of colored paper strips with dates and times written on them, 

all torn at one side.

 

“Those slips are transfers,” my grandpa told me. “The bus driver gives one 

to you when you get on a bus and pay your fare, so you can show them to 

the driver of the next bus and he’ll let you on, knowing that you’ve already 

paid. In other words, with one of these, you can get on any bus for free. 

Each day, they change the color that they use. So as long as you know 

what color they’re using, and you have one of that color, you can get on 

without paying a fare.”

 

“But Grandpa, won’t the bus driver notice that the date is wrong?”

 

“You can hold the transfer so the date doesn’t really show. And they don’t 

look too closely. And besides, they’re busy driving the bus!”

 

I thrilled to the trickery, and was proud of my grandpa for figuring out how 

to work the system. I never did get a satisfactory explanation of how he 

knew what color to use on any given day.

I’m sure I rode the subway on that trip, but I didn’t even notice at the 

time that the transfers only worked between buses, and you had to pay 

two separate fares if your trip involved both a subway and a bus. The 

Metropolitan Transit Authority (MTA), which runs the whole system, hadn’t 

yet integrated the subway with the buses.

Figure 1, Bus transfer, 1986

29



 

But the MetroCard also has an interesting augmentation: it meant that 

your entry into the transit system is now linkable to your other entries.  

The operators of the system receive a notification every time you swipe 

the MetroCard at a turnstile, or on a bus, and your card has a unique 

identifier in it. And if you pay for your card with a credit card, or if you 

apply for reduced fare (students, seniors, or low income), or if you get it as 

a pre-tax employee benefit, it’s linked back to your identity.

 

Within a year, the cost of a fare went up from $1.50 to $2.00 (thereby 

eating up all the “bonus” for buying a MetroCard), and the token was 

discontinued entirely.

 

Now you had to be tracked – at least for as long as you used a single 

MetroCard– if you wanted to ride a subway or bus.

 

What is someone allergic to surveillance to do? I buy a declining balance 

(not “unlimited”) MetroCard in cash, paying whatever it costs to come out 

with an exact multiple of the base fare. When the card is depleted, I buy a 

new one, and leave the old one for other people to pick up and re-use.

2000s: MetroCard Magstripes

I moved to NYC as a young man in the Spring of 2002, less than a year 

after the Twin Towers came down. The response to the attacks included 

roundups and deportations of many immigrant communities: NYC lost 

tens if not hundreds of thousands of its Yemeni, Pakistani, and Afghani 

population from 2001 to 2003; mosques and masjids were placed under 

increased surveillance. As a young white American, my position wasn’t 

nearly as risky, but it was still not a particularly friendly time to be a 

swarthy man in the city. People looked at me with suspicion; new neighbors 

took briefly to calling me “Daniel Boom!” because ha ha with a beard like 

that you must be a terrorist; police especially took an interest in what I was 

doing.

When I got here, the token was still in use – $1.50 per ride – but they had 

also introduced the new-fangled MetroCard a few years earlier. The high 

tech future of the subway was here, all in this piece of bright yellow plastic 

with a magnetic stripe on the bottom.

 

You used a vending machine, put in some money, and it gave you a card 

associated with a declining balance. And, it gave you free transfers 

automatically, even between the subway and the bus. What a deal!

 

And speaking of deals, getting a MetroCard was free, and if you put in 

$20, you got an “bonus” of $4 extra fares. Or, if you knew you would ride 

a lot, you could buy an “unlimited” card for a week (which cost about the 

equivalent of 12 base fares) or a month (which cost about the equivalent of 

45 base fares). So it was cheaper, lighter, and less likely to get lost than the 

tokens.

Figure 2, MTA Token

Figure 3, MetroCard
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There is no “bonus” for putting funds into any of these cards any more 

– either MetroCard or OMNY card. And the cards themselves cost an 

additional $1 on top of whatever fare money you put into them.

 

The price of a base fare has climbed steadily since I’ve been in the city. 

The most recent fare hike came on the tail end of COVID, when ridership 

was down across the city: they raised the base fare from $2.75 to $2.90, 

literally nickel-and-diming everyone who can’t get away with working 

from home.

 

And rather than offering unlimited weekly or monthly cards in the style 

that the MetroCard did, the new OMNY cards charge a base fare for each 

ride up to 12 rides during a 7 day sliding window. After the 12th ride on a 

single OMNY card, all subsequent rides are free until the 7 day window 

elapses.

 

At first blush, this is another convenience: you don’t have to calculate in 

advance whether you want an unlimited ride or not – as long as you ride 

enough, it becomes “unlimited” for the week. But it has another impact 

too – because some weeks you might not hit the limit to start getting 

free rides, and the “unlimited” feature only kicks in if you keep using the 

same card, you always have an incentive to keep the original card and 

keep refilling it. And of course visitors to the city who have credit cards 

or the right kind of mobile phone won’t need to buy a new card at all. 

And busy New Yorkers might prefer to have one less thing to keep track 

of, so they might choose to use their credit card or phone too.

 

What does this do for surveillance? Now your rides aren’t just tracked for 

the lifetime of your MetroCard; they’re tracked for the lifetime of your 

payment scheme. The more convenient, and the cheaper it is to ride, the 

more you are providing the MTA detailed longitudinal data of your travels 

through the city. And it’s not just longer-term tracking, it’s more parties 

that get this level of granular visibility. When you use your payment card 

2020s: Omnipresent OMNY

I’m writing this piece in Brooklyn in 2025, as the MTA is promising to phase

out the MetroCard by the end of this year.

 

Several years ago, new tap-to-pay OMNY (apparently short for “One Metro

New York”) reader devices started to be deployed on some buses and a few

subway stations, alongside the MetroCard readers. These new terminals 

offer some convenient features: you can pay by tapping any contactless 

credit card – a thing that didn’t even exist when I moved to the city. You 

can also pay with your mobile phone, if you have one that has a compatible 

payment scheme hooked up to your bank account or credit card. And for 

the unbanked among us, there is a new kind of card – thick plastic, with 

a Near-Field Communication (NFC) radio chip in it. You can buy these 

cards from new vending machines, which are starting to replace the old 

MetroCard vending machines across the city.

Figure 4, OMNY Card
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gates. People don’t need to remember to carry their fares, and poor and 

rich people alike can ride side-by-side for the same cost. And no one’s 

travel plans or whims need to be tracked by any central authority. And no 

cops need to chase anyone down for fare evasion (let alone shoot them, or 

each other).1

 

But of course, mass transit isn’t actually free – it takes resources to run the

trains and buses. How could we pay for such a system? We could tax the 

wealthy. We could tax car drivers, who benefit greatly from a functional 

mass transit system that keeps the roads from being clogged with traffic. 

And we could tax wealthy car drivers even more.

 

How should the city’s budget be prioritized? Should we give tax breaks to 

big corporations? Should we buy military gear for the police? Should we 

beef up the prisons? Or should we put those funds toward moving people 

around the city, making it an easier and friendlier place to live, work, and 

build community? I don’t know what my grandfather would do if he was 

still alive in the city today. He might feel obliged by the system to keep re-

filling his reduced fare OMNY card as a senior, just to save a buck. He might 

succumb to using a credit card out of convenience.

 

But I’d like to think that even if he did those things, he would hold open the

exit gate in a subway station or the rear door of a bus to let in folks who 

need a ride but can’t afford it. And he might organize politically to fight 

for him and his neighbors to have the right to get around the city without 

hassle, fare, or surveillance.

 

 

1: https://theintercept.com/2024/09/16/brooklyn-subway-fare-shooting-

police-violence/

or smartphone on each ride, your financial company – not just the MTA – 

gets to see when you are tapping in. Before the OMNY system, they’d only 

get to see coarser detail: when you re-upped your MetroCard.

 

It is becoming even more expensive and inconvenient if you don’t want to 

be tracked in more detail, by more parties.

The Future

 

The leash has been slowly tightening over the four decades I’ve been 

visiting or living in New York City. We are increasingly tracked by 

automated surveillance systems – how we pay for mass transit is just one 

example!

 

The forms of mass transit surveillance are offered to us in a gradual, frog-

in- slowly-heating-water approach. It is cheaper, more convenient, and 

even more progressive (reduced fares for low income folks!) and more 

environmentally responsible (don’t waste plastic!) to adopt these measures 

that treat us as pawns to be monitored and tracked.

 

As it often is with the story of technology, these feel like inevitable 

tradeoffs; we pay with our data to participate in society. Or, on the flip side, 

if we don’t willingly offer our data, we need to be able to afford to spend 

time, money, and waste to keep our info private.

 

But are these tradeoffs really necessary? There are other ways to 

structure society, where those tradeoffs don’t apply. Here’s one way to 

have mass transit that is progressive, cheap, environmentally friendly, and 

convenient, with minimal surveillance: simply make mass transit free to 

ride.

 

A free mass transit system is much simpler to operate. Bus drivers don’t 

need to worry about collecting fares. Subway stations don’t need complex 
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Live links available here:

https://ar.al/2020/01/01/in-
2020-and-beyond-the-battle-to-
save-personhood-and-democracy-
requires-a-radical-overhaul-of-
mainstream-technology/
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Grief #1

Ryan Gerety
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Grief #2

Ryan Gerety
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Grief #3

Ryan Gerety
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Cynthia  
Conti-Cook

Digital Undressing





Water Cycle IV

Syd
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icarus’ second flight

Nae
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These resources were collected in collaboration with the Digital Security 
Collective (DSC), a network of 15 frontline digital security organizations 
dedicated to supporting movements in the United States as they navigate 
complex technological changes. The DSC delivers hands-on technical support, 
manages rapid-response grantmaking, and provides field leadership on 
emerging best practices for over 1,000 civil society organizations annually.  

Get in touch with DSC:  
https://www.digitalsecuritycollective.org

Social Media Breakup Coordinator 
Caroline Sinders 
https://carolinesinders.com/social-media-break-up-coordinator/ 

Big Ass Data Broker Opt Out List 
Yael Grauer  
https://github.com/yaelwrites/Big-Ass-Data-Broker-Opt-Out-List 

Luddite Lab Workers’ Resource Hub 
DAIR 
https://dair-institute.org/projects/luddite-lab/ 

Digital ID or Democracy? 
Collaborative Research Center for Resilience (CRCR) 
https://thecrcr.org/wp-content/uploads/Digital-Identity-or-Democracy-An-Advocates-Introduction-v-1.1.pdf 

Online Privacy Checklist 
Digital Defense Fund (DDF)  
https://digitaldefensefund.org/ddf-guides/online-privacy-checklist 
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Tools to rage quit

Resources

Tools for cleaning up your digital room

https://www.digitalsecuritycollective.org
https://carolinesinders.com/social-media-break-up-coordinator/  
https://github.com/yaelwrites/Big-Ass-Data-Broker-Opt-Out-List
https://dair-institute.org/projects/luddite-lab/
https://thecrcr.org/wp-content/uploads/Digital-Identity-or-Democracy-An-Advocates-Introduction-v-1.1.pdf
https://digitaldefensefund.org/ddf-guides/online-privacy-checklist
https://digitaldefensefund.org/ddf-guides/online-privacy-checklist


Threat Modeling Guide 
Digital Defense Fund (DDF)   
https://digitaldefensefund.org/learn/threat-modeling 

Network Centric Resources  
FabRiders 
https://www.fabriders.net/network-centric/ 

Foundations of Organizational Digital Security 
Digital Defense Fund (DDF)  
https://digitaldefensefund.org/ddf-guides/foundations-of-organizational-digital-security 

Data Playbook Toolkit
IFRC  
https://preparecenter.org/toolkit/data-playbook-toolkit-v1/ 

The Exodus Tour: Workshops on Digital Marronage
c0deswitch
https://www.c0deswitch.org/exodustour/ 

Cooking Up Code
Logic(s) 
https://logicmag.io/supa-dupa-skies/cooking-up-code/ 

Password Manager Implementation Guide 
Digital Defense Fund (DDF)   
https://digitaldefensefund.org/ddf-guides/password-manager-implementation 

Digital Detox
Tactical Tech 
https://datadetoxkit.org/en/privacy/search/ 

What’s in Your Classroom?
The CRCR
https://thecrcr.org/public-infrastructure-technology-and-democracy/#edtech
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Tools for groups

Tools for grief and reconnecting

https://digitaldefensefund.org/learn/threat-modeling
https://www.fabriders.net/network-centric/
https://digitaldefensefund.org/ddf-guides/foundations-of-organizational-digital-security
https://preparecenter.org/toolkit/data-playbook-toolkit-v1/
https://www.c0deswitch.org/exodustour/
https://logicmag.io/supa-dupa-skies/cooking-up-code/ 
https://digitaldefensefund.org/ddf-guides/password-manager-implementation
https://datadetoxkit.org/en/privacy/search/
https://thecrcr.org/public-infrastructure-technology-and-democracy/#edtech

